it important 1o nate that new challenges are ariting on the intemmet all the time. We have created to this guide to nsise awarensss of the hsue and offer
achvice or helping parents to talk to thedr childeen about maling safer decislons online, See alw our 7 conversation starters’ guide for more tgs on better

L
Momo is & sinister

once a has come

- ; ‘su killer
$
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CHILDREN'S VIDEOS
BEING'HUACKED'

Thevs have baan recent reports that some
isemingly iInnocent videos on Youlube and
VouTube Klds (such a3 ‘surprive ogis)
unbaning videos and Minecealt videos) have
been editod by unknown sources to inglide
violence provaking andior othar
inappropriate content. Even though
YouTube monitor and remove videos that
include inapprapriate content, clips can be

etl and viewed thouzands of times
tiefore thay I“ inported and removed. As s
parent, it's difficult 1o spot these videos as
tha hasmiul content doen't appear until
partway through the video,

National"

Online
Safety

to the attention of schools and
game; Momo has been heavi

hours and has even been

that the ‘'Momo’ figure was originally croated as a sculpture and featured
Tokyolndwdnudtntgn'h\onu'mll i

conTunicalion with your child,

that has been around for some time. It has recently resurfaced and

ic vio

DISTRESSING FOR
CHILDREN

Papular YouTubers and other accounts have
beon uploading reaction videos, showlng
thelr espavience of the MOMO challenge.

Some of the videos Include & disclosure
message warning that the content may be
“inapgprogriate ar offensive to some
audiences” and that “viewer discrotion is

advised” but these videos are stifl easi
accessed by clicking ‘| undurstand and wish
to proceed. The image of the Momo’
character can be deaply distrensing to
childran and young fe and it's

Important ta note that it may dip thiough

parental seitings and filtern.

TELLTHEMIT'S NOT REAL

It Bk any utban legend or horrod slory, the concept
Cam e dpuiie Irighiening snd disliesting fos yowng
people. While] 1his may wesm obviaw, 11 dmpodtant
fot you 1o reiternie 10 o Child that Maimo (s net o
real parvon and (annot divectly hism thee! Alsa, Ladl
your (hild to not Qo opanly vesrching tos this contemt
online a1 it may only Cause imore dlalres

BE PRESENT

I Enporiant for you, 21 8 parent of (ares, to be
provent while your childeen ase anline. This will give
you @ greater undenitanding of what {hey are doing

o Uhedr ibavices, o seall o providing you with the
oppa tundty 10 Uil VupPed T anil 1100 CidLain
activithes thel your child may be Mivalved in, Ay the
mature of each taih become peogressively worse ity
a0 impodLant 10 recogniie any changes In your
hlif's beheviour.

TALK REGULARLY WITH
YOURCHILD

Ax well sy monHoring yous childy activity, i1
imvpad tend for pou (iaduna It with themn 120, Not only
willl this give yivie an under landing of their online
sathonn, but thove hanevt and hreguent (ovveruaion
will encourage your child to feel confident 1o disdun
iioes and Concerna thary may have related (0 the
tafifers wrow bl

3 )

=

PARENTAL CONTROLS

Cnaure that you set up paientsl comtrads fos your
devices at hoese. This will hebp to restrict the types of
contant that yosr child can view, as weldl 2y halp you to
mondtor thels actUvity, In sdiition to this, ivs vital that
you are wwaes of your device and aciound setiings to
enture youur Chibds utmost wafery. For essmple, an
TouTulie you tan turn off ‘luggeited aute-play’ on
video to 1top your chikd from viewing cantont that
thay have not diectly selogted,

PEER PRESSURE

Trmrvils mnvid wirsd challenges can ba tempting foe
chillren 1o take past b v0 MatIer hew dangerin or
stary they veem. Make vuve you talk o pour chilt
about how they shoulda't puciomb to posr preiiure
and do anything they are not comlortable with, ondine
or gifline. I they ate unture, sncourage them to Lk to
you ot annther uted sdalt,

REAL ORHOAX?

A a parent it s matural 1o feed worrbed abiouit certaln
things yew vee online that may be haombol (o your
thild, However, notl sverthing yeu wes online (1 (iue.
Check the validity of the source and be mineful af
vihat you share as E may only causs moe warry,

. ly linked with apps such
YouTube, and most recently (and most worryingly)... You

in
lenge we are hearing about in the media.

\. S

mhmmubbudﬂu ‘
scary doll-

t images, and asks users to partake in dangerous challenges like

associated with self-harm, It has

an art gallery in

._\
-
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EOS
ON YOUTUBE

Video apps such a3 YauTube include an ‘up
noxt' feature which automatically starty
laying anather video based on the video

uit watched. e ta YouTubie's algosithm,
users are shown 's ed vidoos' that they
may be interesied in. The thumbnails used
on su gesled videos are purposefully
created in & way o entourage viewers (o
click them. During our research, we found
that when watching one Moma related
video, wa were shown countless othes
Momo themed videay and athar u.nr
contemt which would be age Inapprogiriate
for children undeor 18,

REPORT & BLOCK

You Can't abways ety on parental contiols 1o blork
dittreining or harmbul majerial, Peopie fnd ways
around o platfarmm's sbgorithm in order 10 Whare
arvd promite I Dype of materkal, Dwe to this, we
sdbriie that you Mag and repart any materiad you
daem 10 be indppropriate or harmbul 81 1000 a8
you come across it You shoudd alio block the
atcount/content to prevent your child from
viewing it. Alvo encowage your child to
record/icreenihot amy content they feel could be
madicious 10 provids svidencs In order to escalats
the liue to the appropriate channsls

FURTHER SUPPORT

Speak 1o the waleguarding kead within your childa
vchool thould you have sny (oniena regarding
your chlid’s online »c or malktous content

that cowld sHect them,

W your child yees 1omething disirening itis
bmpadiant that they know whare Lo (3o 10 1eek help
and who thais utted sdulty sre. Thay (ould ahio
dantai Childline wiheie a talned ¢ Funtellos will

Hitun 1o anyrrhing thats wodrying tham
Tha Chiddline phons nummles ic
0803 1111,

sl

wwwhw-omlonlmwxom Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety  Phone - 0800 368 8061
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